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What is a ‘Session’?

HTTP Is a stateless protocol - eac
request/response Is self-containec

N
. there is no

‘'memory’ from one access to anot

ner

If there is no state then the browser has to send
authentication information (i.e. name and

page on that web site

password) every single time the user accesses a

—or example, this is what happens every time

you access a page on the COMP4021 web site
Using a state is crucial for many Web

applications
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Using Cookies

« Traditionally, one way to create a kind of
state Is to use cookies

 However, a user may block cookies on their
computer

o Alternatively, perhaps a browser is being
used which does not support cookies (i.e. a
browser with high security settings, some
mobile phone browsers)
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Example Security Settings (IE)

Internet Options

| General || Seu:urit_l,l| Frivacy | Cantent || Connections || Programs || .ﬁ.dvanced|

Settings
n bove the slider to select a privacy zetting for the Internet
=8 zone
- Block All Cookies
- - i - Cookies from all 'Web sites will be blacked
B _ i - Ewxisting cookies on your computer cannot be read by
Web sitez
Sitez... Irnpoirt... ] [ Advanced... ] [ Default
Fop-up Blocker
@ Presvent most pop-up windows from appearing.
Block pop-ups Settings...

[ (] H Cancel H Apply

]

Internet Options

General | Security | Privacy | Cantent || Connections || Programs || .ﬁ.dvanced|

Settings
[ bove the slider to select a privacy setting for the Internet
=8 zone
et All Cookies
- - i - Al cookies will be zaved on thiz computer
B _ i - Ewxisting cookies on thiz computer can be read by the
Wb zites that created them
-
Sitez... Irnpoirt... ] [ Advanced... ] [ Default
FPop-up Blocker
@ Prevent most pop-up windows from appearing.
Block pop-upsz Settings...

[ (] H Cancel H Apply

]

High ‘privacy’ — all cookies blocked Low ‘privacy’ - all cookies accepted
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Session IDs

« PHP (and other server side languages) can
use sessions that make states easy to handle
so that you can successfully preserve and use
variables among web pages

e Every session will have a unique id, although
this is invisible to the code

e Session Ids are stored on the server

* To activate a session, include session_start();
at the beginning of your script, before PHP has
done any printing
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Registering a Session Variable

* This code transfers session ID using cookies
 |f cookies don’t work, then this code doesn’t work

<?php
session_start();

if ( lisset( S_SESSION['count'])){ //If does not exist, create it
S_SESSION|['count'] = 0;

} else {
S_SESSION['count']++; // Increment count by one

}

echo "You have visited here ".
S_SESSION['count']." time(s).";

>
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Example Output using PHP

Session ID is passed using cookie
[ Bl Administrator: C\Windows\system3Z\cmd.exe |ilﬂ|—i_3-'r

HTTP-1.1 382 Found

Date: Mon,. 22 Mov 2618 A?:26:18 GMT

Server: Apache~2.2.17 (UHin32> DAV-2 mod_s=s1-2.2.4 OpenSSL/s0.9.8e mod_auwtoindex_c
olor PHP-5_.2.14

#—Powvered-By: PHP-/5_.2.14

Set—Cookie: PHPSESSID=cffce2i?bi4f4fdcchffl1aa?3?ab299bh4;: path=-

Expirez: Thu, 19 Mov 17981 @8:52:860 GHT

Cache—Control: no—store, no—cache, must—revalidate, post-check=8, pre-check=@A
Pragma: no—cache

Location: B3_session_using_url.php?PHESESSID=cffce2l7hdf4fdccSff1aa?39ab292h4d
Content—Length: @

Connection: close

Content—Type: textshtml

Connection to host lost.

Tell the browser to re-load the same program again, this time passing the
Session ID to the program so that it can access and manipulate it



Unregistering a Session Variable

<?php
session_start();

// Dump the session variable

unset(S_SESSION['count']) ;
7>
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Passing the Session ID

There are two methods to propagate a session 1D
1. Cookies
2. GET method (passed as a URL parameter)

Cookies are best, but they are not always available
There Is an alternative way which uses the URL
The session module supports both methods
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Example Using URL

* This code transfers session ID using the GET
method parameter in the URL

<?php
/l This will check for both cookie and URL methods
session_start();

if (lisset($_SESSION['count?)) {
header("Location: 03_session_using_url.php?".SID);
$ SESSION['count’] = 0;
} else {
echo "You have visited here ".$ SESSION['count’].” time(s)";

$ SESSION['count']++; } _ _
2> 03_session_using_url.php
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Using URL to pass Session ID

 An example of using URL to pass session ID In
a website developed using Java

) Download Center - Download - Microsoft Internet Explorer

- Fle Edt View Favorites Tools Help ﬁ"
Qo - © [ B G Pserch Fermores @ 2% @ - JEE O
- Address | 8] https:f/sdlc 2e sun.com/ECom/ECamActionServie  jsessionid= ASSCCIEBDS90B 2E47 AS683AD32 178560 v B Go tinks 7

[

@?%@ Sun Downloads

Download

J2SE(TM) Runtime Environment 5.0 Update 9 Ly
Join Sun Developer Network and sign up for Java Core Newsletter Join SDN | Why Join?

]oin SDN .,,.t:&'_@ Connectwith a worldwide community of Java developers using Java technology and tools. Sign
o Pty up for the Java Core Mewsletter and keep updated on the latest news on Java SE. ¥ou can
siubscribe by joining the Sun Developer Metwark, Registration is easy and free! Join now.

Now!
Get the pass. Win the gear!
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Generate Session ID

e |f the cookie has no session information, the
PHP program will generate a new session 1D

— E.g. you can browse 03 _session_using_url.php
without adding the session ID in the URL

 Then the PHP program will tell the browser to
reload itself with the new session 1D
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