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Overview 

• This presentation considers 
– Debugging PHP  
– X-Powered-By 
– Checking HTTP communication 
– Browser redirection  
– Handling cookies with PHP 

• Setting, Accessing, Displaying, Deleting  
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PHP Operation - Reminder 

• Output could be HTML, 
JavaScript, XML, . . .  

PHP+HTML 
Source code 

Output to 
browser 

php.exe 
Preprocessor 

Server 
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Debugging PHP 

• Sometimes you don’t know where the problem is - the 
PHP code? The server? The browser? 

• You can learn more by running PHP code via the 
windows DOS command line 

• You will then see exactly what is being generated by 
the PHP engine, including the important HTTP header 
which you don’t see when you use a browser 

• The next slide shows how to access the Windows 
command window and move to the PHP directory 
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Using the Command Line 
• After you have the windows command line display you 

can then give any PHP code to the PHP engine 
• The PHP engine can execute a PHP file in the 

command line using a program called php-cgi.exe 
 
 

• The exact output of the PHP code will then be shown, 
with the header 

• This can help you work out what is wrong 
• A complete example is given in the next slide 
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Example Execution of php-cgi.exe 

<html> 
  <head> 
    <title> 
    Hello World 
    </title> 
  </head> 
  <body> 
    <p><?php 
    print "Hello World"; 
    ?></p> 
  </body> 
</html> 

PHP Code: PHP Output: 

header 

body 



X-Powered-By 
• Often a server side program 

will tell the browser what 
language and version it is 
running in the X-Powered-By 
field 

• Actually, this is not very 
clever, because a hacker can 
try to find tricks which work 
with that particular version 

• Many systems deliberately 
disable this output, so the 
browser is not told what 
server side language and 
version is being used 



Using a HTTP Response Viewer 
• Often you want to know exactly what is being sent out 

from a server 
• You can use a HTTP viewer web site to send a request 

to a server and see exactly what is sent back 
• If you want to test what is being sent from your own 

server and you don’t know the English name of the 
machine, you can use the IP address of the server 

• (These methods won’t work if your server is running in a 
CS lab 1 machine because of the virtual image security) 
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HTTP 
Response 
Viewer 

http://www.rexswain.
com/httpview.html 



• In this example a  
GET request is sent  
to http://www.ust.hk 

• The complete 
sequence of request  
& response is shown 
here 

Example 1/2 



Example 2/2 



Browser Redirection 
• The HTML code in the previous slide shows one way 

to tell the browser to go to a different page, using 
HTML alone: 

 <meta http-equiv="refresh" content= 
  "0; URL=http://www.google.com">  

• A different method is by generating an appropriate 
message in the HTTP header. For example: 

   <?php 
 /* Redirect browser to another page */ 
 header("Location: http://www.yahoo.com/");  
 

 /* Any PHP code below will not be appropriate */ 
 /* Any HTML code below will not be seen in the browser */ 
 echo "<h1>My web page. . .</h1>"; 
 ?> 
 



Browser Redirection 
• In this example, the instruction to go to a different web 

page is given in the HTTP header 
• The browser sees the instruction and immediately goes 

to the new web site (any HTML is ignored) 

Ignored  
by browser 

Browser sees 
this and goes 
to new 
location 



Automatic Cookie Transfer 
• Previously we did JavaScript programming of cookies - 

now we consider server-side programming of cookies 
• For example, assume that the web site w3.org has 

previously set a cookie in the client side  
(in other words, in the browser) 

• The next time that the browser visits a web page from 
w3.org the browser will send the cookie information to 
the web site together with the http command 

• i.e. when ‘GET index.html’ is sent by the browser the 
cookie information is also sent to the server 
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Setting a Cookie 

• Server side code sends cookie instructions to the 
browser in the HTTP message header 

• Because the HTTP header is sent before the actual 
HTML is sent, this means you can’t have any cookie 
instructions in your server side code if it has already 
generated the HTTP header  

• In other words, if the PHP code has already output 
some HTML, it’s too late to output a cookie 
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Setting a Cookie – Correct Example 

<?php 
 
// This example will correctly create a cookie. 
// The cookie will expire 1 hour later. 
 
setcookie("last_message", "Bye for now", time()+3600);   
 
?> 
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Setting a Cookie - Server Output 

• This shows the HTTP header which gets sent 
to the browser – the cookie is appropriately set 

• In this example no HTML is generated 
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Another Example, With HTML Output 

<?php 
// This example will correctly create a cookie. 
setcookie("last_message", "Bye for now", time()+3600); 
?> 
<html> 
<head> 
</head> 
 
<body> 
<p>This is the web page.</p> 
</body> 
</html> 

• This is another 
example of correctly 
generating a cookie  

• In this example HTML 
is also sent to the 
browser in addition to 
the cookie instruction 
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Setting a Cookie – Incorrect 

<html> 
<head> </head> 
 
<?php 
// This example will correctly create a cookie. 
setcookie("last_message", "Bye for now", time()+3600); 
?> 
<body> 
<p>This is the web page.</p> 
</body> 
</html> 

Here the cookie cannot be set, 
because the HTTP header has 
already been sent to the browser 
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PHP Output for Previous Slide Code 

The HTTP header 

The main part of the message, including 
error message from the PHP engine 
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Accessing a Cookie in PHP 

• In PHP cookie values are provided to the 
programmer in an array called _COOKIE 

 
  <?php 
 
   echo $_COOKIE["last_message"]; 
 
  ?> 
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Printing all Cookies 

• Useful for debugging: 
 

 print_r($_COOKIE);  // print all cookies 
 

• ‘print_r’ means ‘print recursively, in a nice easy 
to understand format’ 
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Example of print_r 
<pre> 
<?php 
   $a = array ('a' => 'apple', 'b' => 'banana', 'c' => array ('x', 'y', 'z')); 
   print_r ($a); 
?> 
</pre>  

<pre> 
Array 
( 
    [a] => apple 
    [b] => banana 
    [c] => Array 
        ( 
            [0] => x 
            [1] => y 
            [2] => z 
        ) 
) 
</pre> 

• <pre> is html, 
meaning ‘previously 
formatted’ 

• Anything in <pre> is 
therefore shown on 
the web page with the 
same spacing as the 
source text 



Deleting a Cookie 
• In PHP, you can delete a cookie by giving it no parameters 
• The browser assumes that means you don’t want it any 

more, and deletes it 

 <?php setcookie ("last_message"); ?> 
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