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This Presentation 

• Some features of handling web page 
code/content 
1) Dynamic creation of web page/JavaScript content 
2) Using base64 for representing anything 
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1. Dynamic Creation of Content 
• The complete textual contents of a web page can be 

dynamically created by JavaScript 
• If the code which generates the page ‘hides’ the text 

which gets generated by encoding it in some way, then 
it is not possible to see the code even if the user views 
the page source 
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Hiding Output in document.write() 

var plain_str="<p>This is plain text.</p>"; 
var hexadecimal_str 
="\x3c\x62\x3e\x44\x6f\x20\x79\x6f\x75\x20\x6b\x6e\x6f\x77\x20\x77\x68\x61\x74
\x20\x49\x20\x61\x6d\x3f\x3c\x2f\x62\x3e"; 
document.write(plain_str); 
document.write("<p style='color:blue'>This is plain text.</p>") 
document.write(hexadecimal_str);  

• document.write interprets HTML commands in its 
argument 
- its output is part of the DOM  

• You can see from the program text what the first two 
document.write() print; what about the third one? 
- This is a way to confuse human code reader 

 



Convert Hexadecimal to Text 

function process_str(input_str) { 
var result_str = ""; 
for (var i = 0 ; i < input_str.length; ++i) 
    result_str += String.fromCharCode(input_str.charCodeAt(i)); 
return result_str;     } 
 
var hexadecimal_str = "\x3c\x62\x6f\x64\x79 … \x79\x3e"; 
 
var decoded_str = process_str(hexadecimal_str); // Convert to text 
document.write(decoded_str); // Make the page 

Returns the Unicode/ASCII value of the 
character/byte at position i of the string; 
e.g., i=0 => char=\x3c => 6010 

<body onload="alert('This is a demo of hidden JavaScript code. Even if you 
look at the web page source code, you will not see this alert 
command.')"></body> 

Hex code of the string: 

Convert Unicode value to character 



The 
ASCII 
Table 



Result 
• The previous code generates this entire sequence: 
 
 <body onload="alert('This is a demo of hidden JavaScript code. Even 

if you look at the web page source code, you will not see this alert 
command.')"></body> 
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Why Bother ? 
• document.write(hexadecimal_str) produces the same alert 

box 
• String.fromCharCode ( input_str.charCodeAt(i) ) converts 

the string to Unicode and back to the same string again 
– E.g., i=0 ⇒ \x3c ⇒ 6010 ⇒ \x3c ⇒ ‘<‘ 

• The example makes the code even harder to understand 
for human and even for machines! 
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You can Encode Functions Too 
<script> 
function_str='<SCRIPT>function helloworld() {document.write("hello 
world");}<\/SCRIPT>' 
document.write(function_str); 
helloworld(); 
</script> 
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• A function can be encoded in a string (use hex if you like) 
• The function is added to DOM via document.write 
• You can invoke the function subsequently 

 



2. Using Base64 Encoding 

• base64 encodes binary data with printable characters, 
i.e., A-Z, a-z, 0-9 (totally 62 symbols) plus two more 
symbols (+ and /) in 6 bits 

• ‘data:’ and base64 can be used to store any kind of file 
in the HTML file, including JavaScript 
– E.g., store an image and a MIDI file (see next slide) 

• This feature is great because only one single file needs 
to be sent from the server to the browser, so loading the 
web page is much faster 
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Base64 Encoding 
• Some ascii values are impossible to type directly into 

a web page i.e. ascii value 7 (a bell sound) 
• We can use the Base64 method to encode anything 

using the 64 printable characters in base64 
• To convert to base64, we group the bits into 6 bits, 

then put the bits into ascii, like this: 
 
 



<h2>Example of Storing Files  
in HTML</h2>  
<p>Here is an image, stored in the  
html file:</p>  

<img src="data:image/png;base64, 
iVBO . . .==" width="130" height="30" />  

<p> And here is some MIDI stored in the 
HTML file, which will begin 
automatically when you load the 
page:</p>  

<embed src="data:audio/mid;base64, 
TVRo . . ."    autostart="true"   >  

</embed>  

MIDI file stored in base 64 format (only 
the first few characters shown here) 

PNG image file stored in 
base 64 format (only first 
few characters shown here) 

Start playing as soon as 
the MIDI file has loaded 
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